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Muhammad Sufyaan Khateeb
Full Stack Developer – Java | Spring Boot | React.js | Microservices | Cloud

+91 9591135172 sufyaankhateeb@gmail.com https://www.linkedin.com/in/sufyaan-khateeb-0aba27208
https://github.com/SufyaanKhateeb Bengaluru, India https://leetcode.com/sufyaankhateeb/

PROFESSIONAL SUMMARY

Versatile Full Stack Developer with hands-on experience in developing secure, scalable, and high-performance web applications 
using Java, Spring Boot, React.js, PostgreSQL, and microservices architecture. Strong expertise in both backend system design and 
frontend UI development. Contributed to key product integrations at CAST Software, including secure authentication flows, 
distributed job schedulers, and performance optimization through close collaboration with backend teams. Adept at CI/CD, cloud 
deployment, and working in collaborative Agile environments.

•

TECHNICAL SKILLS
Frontend
React.js, JavaScript (ES6+), TypeScript, Tailwind CSS, Zustand

Backend
Java, Spring Boot, REST APIs, Hibernate, JPA

Architecture
Microservices, API Gateway, OAuth2, SSO, Reverse Proxy

Databases
PostgreSQL, MySQL, MongoDB

DevOps
Docker, Kubernetes, Jenkins, GitHub Actions, Nginx

Cloud
AWS, GCP, Heroku

Other
Multithreading, CI/CD, Agile, System Design

Problem Solving
500+ problems solved on LeetCode (@sufyaankhateeb)

EDUCATION
2019 - 2023
Bengaluru, India

B.E. in Information Science
M.S. Ramaiah Institute of Technology
CGPA 8.82 4.0

 Cloud Computing, System Design, Machine Learning, AlgorithmsRelevant Courses:

PROFESSIONAL EXPERIENCE
09/2023 - Present

Bengaluru, India

Junior Full Stack Engineer
CAST Software

Developed a microservices-based unified platform to integrate CAST products under one UI, improving 
deployment efficiency and product cohesion.
Created dashboards, admin views, and secure auth flows using React, Spring Boot, and OAuth2, securing 
access for 100+ enterprise users.
Collaborated with backend teams to implement caching and compression, reducing UI load times by 
75%.
Implemented reverse proxy configurations and unified OAuth2/SSO flows to streamline service access.
Partnered with security teams to eliminate CVE vulnerabilities and enforce license authorization 
across multi-node deployments.
Supported enterprise delivery for high-profile clients including Google Cloud, US Army, and US Air 
Force.

01/2023 - 08/2023

Bengaluru, India

Software Engineering Intern
CAST Software

Built a multithreaded log parser, improving system throughput by 3x and reducing latency by 60%.
Developed a VS Code extension to automate CI workflows, reducing developer task time by 90% and 
boosting productivity.

CERTIFICATION
React
The Complete Guide (Redux incl.)

Spring Boot certification
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PROJECTS
Placement App (Fullstack)
React, Golang, Zustand, REST API, Auth

Engineered a full-stack placement portal used by 500+ students, streamlining end-to-end job application flow.
Delivered both frontend dashboards and backend services, achieving 95% user satisfaction and reducing admin workload by 70%.

Real-Time Chat App (Fullstack)
Node.js, WebSocket, Express, React

Developed a secure real-time chat app with custom authentication and socket-based communication, improving real-time collaboration.

Portfolio Website
https://github.com/SufyaanKhateeb

Next.js, Zustand, React Query, GSAP
Built and deployed a responsive, animated portfolio website with GitHub integrations.
Implemented scroll-based animations and performance optimizations; garnered 800+ unique visits in the first month.
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